
DATALOCKER
SAFECONSOLE CENTRAL 
MANAGEMENT
DataLocker’s platform is a powerful way to manage hundreds of thousands of devices and endpoints. 
It lets you easily provision, secure, manage, and audit encrypted USB drives, USB ports, and encrypted 
virtual drives from anywhere. Available in on-prem and cloud (SaaS) rollouts, SafeConsole also has 
optional Premium support, and enterprise features including SSO and much more.

Store and secure local or cloud 
data in an encrypted virtual drive. 

Remotely provision, configure, manage, 
and audit your fleet of encrypted USB 
drives, while also unlocking powerful 
security features for DataLocker drives. 

Enhance security for 
portable USB drives and 
workstation USB ports

Reduce time spent 
deploying and managing 
secure USB drives

Make tracking and compliance 
for secure USB drives simple 
with sophisticated auditing 
and reporting tools

Keep your workforce 
productive with easy-to-
use devices and dynamic 
security postures

On-board Trellix® anti-malware 
is always on to scan files on 
secure USB drives, remove or 
quarantine malware threats, 
and report information back to 
SafeConsole.

Ensure that your workforce 
only uses approved USB 
devices to prevent malware 
intrusion or accidental file loss. 

DEPLOY AS CLOUD (SAAS) OR ON-PREM*

*Uses Windows Installer, which can work from bare metal, virtual images or any cloud, including private clouds.

datalocker.com |  sales@datalocker.com
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Ready to Get Started?

Simple, Intelligent Remote USB Device And Port Security

Provision, secure, manage, and audit encrypted USB drives,
USB ports, and virtual folders from anywhere.

SafeConsole Benefits

• Enhance security for portable USB drives and workstation USB ports.
• Reduce time spent deploying and managing secure USB drives.
• Keep data confidential by encrypting workstation data in virtual drives.
• Keep your workforce productive with easy-to-use devices and dynamic security postures.

Password policy configuration & remote reset

Automatic Inventory directory of all users & devices

Audit trail of device actions & file movements

Managed standalone logins (K350 and DL4FE) 

Remote detonation and factory reset

Audit mode (restrict access and disable edits)

Remotely reassign device to new user

Write-protection & File restrictions

Geofence (based on host IP)

Managed on Windows or Mac

On-Prem or Cloud deployment options

On-Board device Trellix® anti-malware**

Automatically delete or remove malware on device

Real-time reporting on infected files & devices

Ensure only approved USB devices are used

Completely lock-down USB ports at the hardware layer

Temporary USB device access

Report on unapproved device attempts

Centrally managed SafeCrypt Virtual Encrypted Drive

Locked drives separated from operating system

ZoneBuilder: secure auto-login & device restriction

Premium & priority support  (2 hour max response time)

Advanced hardware replacement with RMA

REST API access

Single Sign On for Admins (SSO, SAML v2)

SIEM external logging

Secure Active Directory User Synchronization (LDAPS) (on-premise server only)

Custom geographic server location (compliance)
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BASIC PROFESSIONAL ENTERPRISE

|  sales@datalocker.com

**Additional purchase required.
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